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We lead innovative processes with the power of
end-to-end digital transformation




MIiRSIS At A Glance

Mirsis Information Technologies is the
flagship of the group of companies that
provides custom software development,
technology transformation, Project
management and hardware

@ Founded by Mrs. Ayla Gul maintenance.

Dizgider and Mrs. Ece Kutlucan
in 2008.

Mirsis is the flagship of a group
of companies providing
information technologies.

Company Headquarter and
R&D center is located in
Istanbul, Atasehir. The Bogazici
University Technopark branch
is located in Istanbul,
Umraniye.

IODFIK

As its name Odak Kariyer is the
human resources company of
the Group which is providing
especially IT human source for
the Financial institutions,
manufacturing and service
companies.

|miERFI

Miera is system consulting and
Support services provider of the
group which is mainly targeting
SME's and trading company
which sales third party
software’s.




Our Timeline

Company
Founded

Custom
Software

2008

Service
Delivery

2011

Process
Consultancy

ISO 27001 &
CMMI SVC/3

2014

Project
Delivery

2016

Azerbaijah
Eureka Office L
Project _I
EU R&D
Tubitak Program
Project —

R&D Center A
Approval
2018 S 2021
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About Us

Where We Are Active .

Headcount
Female
Developers
350+ (o)
Employee ALY 41 o7 A‘
Test Specialist 10+
Architects 10+
26,000+
Candidates Project Managers 10+

System Analysts 10+




Company Services

We design, build, deploy and

maintain software for a specific set

of users, functions or organizations.

Our efforts include app
customization, app modernization,

and app management.

TECHNOLOGY TRANSFORMATIO

We are overhauling the
organization's network
architecture, software, and
technology systems that
encompass how data is stored and
accessed, impacting all people,

processes, and technology.

PROJECT MANAGEMENT

We are managing the software
development process for
companies that offering a range of

financial products or services.

We assess the current processes
and design the future states of
them to optimize the outputs by

digitalization.



Banking Domain Experience

Mirsis Consulting Services

(_eranch ) D @I ( MoBiLE ) (CcALLCENTER ) ((__INTERNET )
TAIL CORPORATE

(" CORE BANKING CREDIT CARDS CASH MANAGEMENT TRADE FINANCE ( TREAsURE )
F 4 ~\

INVESMENT OPERATION
G ORIGINATION ) INVESMENT MANAGEMENT PAYMENTS LETTER OF CREDITS FRONT/MID/BACK
OFFICE
RECEIVABLE/INVOICE OPEN ACCOUNTS
DEPOSIT UNSECURED CREDITS ISSUING SECURITIES e e ORE
BILLS
DEBIT CARDS cognag%?%ml. ACQUIRING BANK ASSURANCE REMOTE DEPOSITE —
REMITTANCE/EFT LOYALTY CAPTURE GUARANTEES
LEASING FIXED INCOME
CHECK/BOND ASSOCIATION SUPPLY CHAIN SECURITIES
COLLECTION COMPLIANCES FINANCING
TELLER MANAGEMENT DERIVATIVES
MANAGEMENT FRAUD FACTORING
MANAGEMENT COMMODITIES
COLLECTION
MANAGEMENT COLLECTION
MANAGEMENT

o8
-/

BUSINESS INTELLIGENCE / CRM / DATA WAREHOUSE

CORPORATE APPLICATIONS
CUSTOMER PROGRAM PROJECT
CUSTOMER INFORMATION BANK PROJECT
CUSTOMER OWNERSHIP TRANSFER PROJECT
INTEGRO TRANSFORMATION - BLOCKED PROJECT

ACCOUNTING

YR
L B4

LEGAL REPORTING

AUDIT AND INTERNAL CONTROL
ROTA PROJECT

TEST SERVICE

HARDWARE MAINTENANCE




Insurance Domain Experience

LIFE RETIREMENT ELEMENTAL ~ HEALTH

REASSURANCE

BRANCH BROKER
AGENCY PORTAL CLIENT PORTAL

DIRECT SALES

CALL CENTER

SERVICE PORTAL

INSURANCE
MANAGEMENT

PROCESS MANAGEMENT
PRODUCT AGENCY CLIENT
MANAGEMENT MANAGEMENT MANAGEMENT
GEMNERIC CONTRACT AND CAMPAIGN MNEEDS AMNALYSIS
IDENTIFICATIOM COMISSION MANAGEMENT
MANAGEMENT EXEMPLIFICATION
GENERIC INSPECTION AND CITATION
MANAGEMENT AGENCY MANAGEMENT
ADMINISTRATION APPLICATION
RATING AND CUSTOMER
CHARGING RULES TRAINING RELATIONSHIP COMMITMENT
COMISSIONS AGENCY SALES PAYMENT
SERVICE
REINSURANCE PORTFOLIO SERVICE POLICY
INCENTIVE
PRODUCT MANMAGEMENT
PORTFOLIO
MAMNAGEMENT
FORMS
—
DATA ANALYSIS CENTER
MAIN INTEGRATED DOCUMENT CENTER
—
OFFICE
CLIENT RELATIONS CENTER
BT )
T
FINANCE HUMAN RELAT
BACK Y g =
OFFICE IDENTITY MANAGEMENT
D ST SERVICE MANAGEMENT

ENDORSEMENT EARLY WARNING
RENEWAL/ REGISTRATION
CANCELATION/
WITHDRAWAL ASSESSMENT
CREDIT REQUEST
TRANSACTIONS MANAGEMENT
COMPLAINT RESERVATION
AND SLA MANAGEMENT/
MANAGEMENT PAYMENT
RECOVERY AND
IMPROVEMENT
SUPERVISION
ACCOUNTING
MONEY
LAUNDRING
FRAUD

INVOICING AND
ACCOUNTING
MANAGEMENT

PAYMENTS

COLLECTION
MANAGEMENT

BILLING

COMPLIANCE
REPORTING

AGENCY/BROKER
BILLING

ACCOUNT
STATEMENT

AUDIT

RISK
INVESTMENT REINSURANCE

RISK ASSESSMENT

OPERATIONAL
RISK

CREDIT RISK
MANAGEMENT

MARKET RISK
CASH FLOW RISK
LEGISLATION RISK

REPORTING

INVESTMENT
MANAGEMENT

INVESTMENT
RESEARCH

ASSET LIABILITY
TREASURY

RENEWALS

BUDGET
PLANNING

CONTRACT
MANAGEMENT

IMPROVING
DEMANDS

REINSURANCE
MANAGEMENT

LEGISLATION

A
MIS (MANAGEMENT INFORMATION SYSTEM)
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Languages & Platforms

MOBILE BACKEND

DEVELOPMENT

i0S - Objective C, SWIFT JAVA, C# (NET),
Android * Java, Android
Hybrid (Cordova) « JS,
GWT, HTML5, CSS3,

JAVA, C#, React Native

. \
WEB DEVELOPMENT
& DESIGN

CMS
Drupal, WordPress,

E-Commerce Magento,
Figma, Adobe lllustrator
Photoshop, InDesign
Sketch

DEVELOPMENT

PHP, ASP.NC, .NET
Core, Phyton, PL/1,
Cobol, GraphQL,
NodelS, NextJS

FRONTEND
DEVELOPMENT

AngularJs
React JS,
NextdS, GWT
Node JS
HTML5
CS5Y

°o—0

oS
PLATFORM

Android, BTOS/CTOS,
10S, DOS, IBM Z/0S,
IBM MVS/CSA, LINUX,
0S/390,0S/400,

Windows, VSAM,
unix

DB2, IMS, Oracle,
MS-SQL, MySQL,

NoSQL (Mongo,
Cassandra)

MIRSIS COMPETENCIES BASED ON LANGUAGES AND PLATFORMS (%)

Iy 2%2% 6% 1% 15%

PostgreSQL, MariaDB,

ANALYSIS

Activity Diagrams,

Balsamic Mockups,

ER Diagram, Flow Chart,

MS Visio, Sequence Diagrams

UML(Unified Modeling Language)

Use Cases

DATABASE
MANAGEMENT




Architectural Practices
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Secure Software Development & AppSec

e SYNOPSYS®

. Out-of-Bounds Write - Vulnerability Testing
* Improper Neutralization of Input During ]
Web Page Generation ("Cross-Site - Data Protection
Scripting")

Out-of-Bounds Read

Improper Input Validation

("OS Command Injection")

("SQL Injection")

Improper Limitation of a Pathname to a
Restricted Directory ("Path Traversal")
Cross-Site Request Forgery (CSRF)
Unrestricted Upload of File with Dangerous
Type

Missing Authentication for Critical Function
Integer Overflow or Wraparound
Deserialization of Untrusted Data
Improper Authentication

NULL Pointer Dereference

Use of Hard-Coded Credentials

Improper Restriction of Operations Within
the Bounds of a Memory Buffer

Missing Authorization

Incorrect Default Permissions

Exposure of Sensitive Information to an
Unauthorized Actor

Insufficiently Protected Credentials

Incorrect Permission Assignment for Critical

Resource

Improper Restriction of XML External Entity
Reference

Server-Side Request Forgery (SSRF)
("Command Injection")

Static Analysis Dynamic Analysis

g

Reveals subtle defects or vulnerabilities
whose cause is too complex to be
discovered by static analysis.

All possible execution paths and variable
values, not just those invoked during
execution.

*Application Misconfiguration
*Directory Indexing

*HTTP Response Smuggling
sImproper Input Handling
*OS Commanding

*Remote File Inclusion

*SQL Injection

XML External Entities
*XQuery Injection

«Content Spoofing
*Fingerprinting

*HTTP Response Splitting
sImproper Output Handling
*Mail Commmand Injection
*Path Traversal
*Routing Detour

*SSL Injection
*Injection

*Cross-Site Scripting
*Format String Attack
sImproper File System F
sInformation Leakage
*Null Byte Injection
-Predictable Resource Locat
*Server Misconfiguration
*URL Redirector Abuse
XPath Injection



Secure Software Development & AppSec - Cont...

2 Factor
Authentication &
TOTP

-Hashed links, -Mail activation,
tokens, passwords Timed OTP and
and sensitive username
information password

User Registration

User is pre-registered with their email:

Generic email domains like @outlook, @gmail, are disabled
with a blacklist

User receives a registration email with an activation link:
Activation link contains an TOTP (Timed One Time
Password)

At the moment of registration, this password is created
and stored in the database as a hashed string

The activation password can only be created once, it
cannot be changed afterwards, or until the password
expiration date

The password, hence, the activation link is only usable for
30 minutes ( expiration time can be modified )

Activation link can only be used once

Every failed attempt at registration with expired or already
used links are counted and logged

User Registers their company and their own information
with this activation link

After confirmation by product admin, registration is
complete

LDAP & Identity

Server Integration

-Only relevant -Client user
tenants and roles integration
can access critical -Organization tree
data import
Identity Server

User Authentication

Users are authenticated at login with JIWT tokens
Passwords in the database are stored as hashed
strings, actual passwords are never stored

User Authorization

Every API call is protected with permission-based
authorization with the use of Bearer tokens
Requests without authorization tokens are not
permitted except for login and registration services
Precautions for request header modifications like
"tenant" information has been taken and are in
testing/development

exposure of used technologies, and frameworks

Vulnerability Testing

Users were able to register themselves under any
tenant/company by modifying the "__tenant" field in
request headers. This vulnerability has been sorted
Some framework specific services were given
anonymous access, which let users to send create and
delete requests without logging in. These services
have been eliminated and reimplemented with secure
authorization.

Service response headers are audited for any exposure
of used technologies, and frameworks

Tokens & API Keys Blacklist &

Whitelist

-Every API attempt
should be with
JWT tokens

-When necessary,
only selected
domains are
allowed

Multi-Tenancy

¢ Company admins and company users can only access
their own company's data

* Any attempt at accessing other companies’ data will be
prevented and logged

Product Admin Intervention

*  Product Admins can oversee and manage clients in the
system

+ Users and companies can be disabled temporarily for
security precautions

Python Forecasting Microservice

* Python microservice access secured by API Key
implementation

+ Keys can be instantly revoked if needed

+ If a key leaks, there is no indication on where or how to
use it
Potential use of a cached system to reduce the reliance
of a database and its maintenance




Digital Transformation Use Cases

© @

Banking Audit & Internal ” NextGen Emotion Learning
Transformation Control Tools v Al Contact Center Management
Projects System System

finperion



AKBANK

35 Developers

Transformed 500 features

Frontend & Backend Modernization Transformation
From Cobol, to Java for Backend, to .NET MVC for Frontend

Banking Transformation - Sample Projects

20 android 20 ios dev. 5-6 analyst, several teams

Transformed Money Transfers and Accounts modules

Transformed from Kotlin to Android Jetpack, MVVM, Kotlin
Coroutines, Dagger-Hilt, Navigation, Flow, LiveData, Android
Data Binding, Retrofit. Android Modular architecture used.

030
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v
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Banking Transformation - Sample Projects

-~

Front End Transformation 1000+ function transformation
(Credits, Foreign Trade, Cash Management, Deposits)

Letter of Guarantee Process Digitalization

Open Banking for Retail Credit on e-commerce
(ie. TOGG, Trendyol, Hepsiburada Finance)

Commission Management System Transformation
(All products)

Commercial Credits Collateral System Transformation

Commercial Credits Allocation Process Transformation

Commercial Credits Pricing Projects
Decision Support System Transformation
Legal Management System for receivables

Backend Technology Transformation - Retail Banking



10K users
Banks

Buyer company
definitions are
made.

(Parent company)

The buyer enters the
payment order.

v

v

Seller company
definitions are made
(Supplier )

The seller is
informed to approve
the payment order.

The Buyer's account
is queried for
payment on the due
date.

The vendor makes an
invoice entry.

v

A

seller requests a
discount .

The seller transfers his
receivables to third
parties.

v

The seller approves
or rejects the
payment order.

Payment is made
from the account or
by using credit if
there is no balance.

v

MFKS notification is
made.

2

discount, early
financing is provided
to the supplier.

BizTalk

NET MVC




Card Payment System Transformation
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Banking Transformation - FlexCube Upgrade Project

ORACLE

~26Billion - 140+
F LEXCU BE Banking Of the World's Oracle Countries
transactions banked population FLEXCUBE where Oracle
processed on possess an account Customers FLEXCUBE is
Oracle FLEXCUBE powered by Oracle Present
every year FLEXCUBE

We offer deep expertise in Oracle FlexCube through a team of ex-Oracle kernel developers and senior consultants.

Our capabilities include:
+ Custom layer development, platform extensions and integrations
« Upgrade support, including version 14.7 and legacy versions (6-12)
« Technical and functional assessments and solution design
* Flexible team deployment: up to 10 skilled consultants available part-time or full-time



Banking Transformation - FlexCube Upgrade Project

ORACLE
FLEXCUBE

Current projects include:

Profitability-Driven Enhancements:
Implementation of functional and technical improvements within FlexCube to streamline operations, reduce manual
workload, and enhance revenue-generating processes - such as automation of fee computation and cross-sell enablement.

Reporting Solutions for Core Modules :

Reporting solutions for Account, Customer, and Funds Transfer modules - covering transactional histories, customer
profiles, account balances, and payment flows. Reports can be tailored to meet internal KPlIs, regulatory requirements, or
real-time dashboard integrations.

Custom Web Service Development via FCUBS Web Services Framework :

Design and deployment of SOAP/REST-based services leveraging FlexCube's Extensibility Framework - enabling secure,
upgrade-safe integration with external systems (e.g., digital channels, payment platforms, CRM), fully aligned with FCUBS
data structures and process logic.



Audit & Internal Control Tools

17K+ users
Banks

~

Audit DB

Definitions

L

Mapping Table J
Policies Jé
Standards }

Assign to Users

Match with
Projects

Define Closure Date Update Maturities

Reporting Stage

Standard Maturity Assessment
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Finperion LSTM Time Series Forecast
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15000000 -

Balance

5000000 4
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EBIT Data predicted training / test

10000000 4

—— 14 Ebit Data
—— Training set prediction
— st set prediction
0 250 500 750 1000 1250
Days

Normalized RMSE_Train; 3.054
Normalized RMSE_Test: 5.915




EU R&D Program - NextG
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Partner Solutions

OBP APL: mmmawmmrmlrm

Open
Banking




Partner Solutions

Core
INnsurance

Admin
Portal

Agent
Portal

Client

/\COVErgo

Insurance of Tomorrow

500+ insurance API's covering any simple complex processes from an
insurance business ecosystem

Public
Clouds

Products Pricing \L/JVnrﬁlcler:;g
Private

Clouds

Policies Leads Claims
Hybrid

Clouds

Robo-

Y — Analytics

On-Site

The modularity and configurable approach of the platform
allow to assemble API's and modules at record speed to
deliver a tailor-made solution fitting exact client needs



SYNOPSYS

Silican to Saffware

Partner Solutions

A p p S e C Policy driven test orchestration Actionable assessment
aligned with DevOps of organizational risk

Intelligent Code Dx

Orchestration

Executes the nght Corelates/prioritizes
test at the nght time findings to focus
at the nght level remediation efforts

Coverity

Fuzzing
Defensics

Security Testng Services

AppSec Strategy, Programs, and Services




Probl IDP automates data entry
roblems from documents

Operational workload

Too much data entry

Partner Solutions

: Advantages
Too much time for

document processing Reduces repetitive
manual data entry

Possibility of human error

Intelligent
Document
Processing

Including new documents to the
coverage creates a lot of workload

Reaching the structured data Provides a new layer
on documents against human error

Accelerates processes

Provides efficiency &
scalability

Solution [SAFIR XJ

& 2 A

VISUAL CLASSIFICATION
TEXTUAL CLASSIFICATION STATE-OF-THE-ART
CONFIGURABLE MODELS INFORMATION EXTRACTION Al MODELS FLOW DESIGN




Process Consulting Service

CMMI

Maturity
Levels 0

Focus on service
—> improvement

m i R S i S — 3 Processes measured
and controlled

Processes characterized for the
—> organization and is proactive

CMMI-SVC + SSD
Level 3

Processes characterized for
projects and often reactive

Processes unpredictable,
—> poorly controlled and reactive




Process Consulting - Metrics

PreContract Contract
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Process Consulting - Credits Origination BPM
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Process Consulting - Sample Roadmap

Remodel Experience
Service Line 1

Service Line 2

Implement Vendor Program
Mobile Enhancements

Service Line 3




Mirsis 15t Anniversary Video

https://tinyurl.com/mirsistestimonials



https://youtu.be/L9xrfht9gxc?si=8UiBhXfFYtBo178x

Contact Us

Phone

+90 216 456 63 92

Web
WWW.Mmirsis.com.tr

Mail
info@mirsis.com.tr

Address

AtatUrk Mah. Girne Cad. No:1/A
34758 Atasehir/istanbul
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